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1 O01mue cBeaeHud

1.1 Yro Takoe «Kubdepcrad»

«Kubepcrab» — MomynbHas cucTeMa s OPraHU3allMOHHOTO OOECIICYCHHS
uHGOPMAIMOHHON 0€30MaCHOCTH.

Moayns «Mogens yrpos3» TMO3BOJSET MPOBECTH MOJIEIUPOBAHUE  YIPO3
Oe3omacHOCTH 3amMinaeMord uH(opmanuu, oOpabaTbiBaeMoil B HHMOPMAIMOHHBIX
cucremMax.

1.2 C yero Hauarth?

[TepBbIM 3TaioM pabOThI C MOJTYJIEM SIBJIIETCS] BBOJI JJAHHBIX.

A KuBepcTab 1.0.0 —_— D

2 A Xowragrep
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JoKyMEeHT bl Beof AaHHbIX Momollb
1. Gpraunaaq PEKBH3MTLI HOPUAMYECKOTO NHLA

1.1. PexBM3WThbI KOPUANYECKONO
niua

MonHoe HasBaHWe opraHWsaLUKnu: TeppuTopWanbHbIR cpou,q 0BA3aTEeNLHOMD MeaWLMHCKOTD CTpaxoBaHWA Apocnascl

CokpalleHHoe HasBaHWe opradnaadi *  THOMC fApocnasckoii oBnacTu
1.2. TeppuTopuankHbie

nogpasaeneHua .

BBECTH CKNOHEHWe Ha3BaHWiA Mo nagexam
A

2. WMHdOpMaLMOHHBIE CUCTEMBI

L4

3. OBwbekTbl KMK

4. Cornacyroliwe nala

v
5. Buabl puckoe (ywepBoe) u

BO3MOMHBbIE HEMATHUBHLIE
nocneacTeMa

6. VHJOpPMaLUOHHBIE PECYPCEI M
KOMMOHEHT bl

b

7. McTouHukm yrpos Be3onacHocTH
LA coxpaHeHHA JaHHbIX HAKMHTE .

MHCp opMaLL I « CoXpaHWTb nameHeHus B B X OTMEHWTB BCE W3MEHEHWA
«OTMEHHTE BCE H3MEHEHMA» BEDHET BCE .

BBOI[I/IMBIG JaHHBIC JIOTHYCCKHN CI'PYIIIIMPOBAHbI, © BBOJUTH AAHHBLIC JIYUIIC B TOM
MopsAAKE, B KAKOM IPCACTABJICHBI ITYHKTBI B ICBOM MCHIO.

B kaxx1oM MyHKTe JI€BOr0 MEHIO JaHHbIE HE OTIPABJISIOTCS HA CEpBEP A0 TEX MOP,
noka He OyJeT HaxkaTa KHonKa «CoXpaHUTh U3MEHEHUs». [ coxpaHeHus! JaHHBIX TaKkKe
MO>KHO MCITIOJIb30BaTh coueranue kinapum Ctrl + S.

He oOs3atenbHO BBOAUTH Bce AaHHBbIE cpa3y. OQHAKO €CIM JaHHBIE BBEACHBI
YaCTUYHO, TO CO3/]aBa€Mbl€ JOKYMEHTBI MOTYT COJEP)KaTh IyCThi€ TAOJHIBI U TEKCT,
BBIJICIICHHBI ~ JKENThIM ~ MapkepoMm  (Hampumep, «HaummeHoBaHWE  JHOHKHOCTH
OTBETCTBEHHOTO TIOJIb30BATENISI KPUIITOCPEACTB»). Takue AOKYMEHTHl OyIyT OTMEYCHBI
YKEITHIM 3HAUYKOM.



1.3 Kak co3naBaTh JOKyMEHTBbI?
B paznene «/{lokyMeHTBD) 0TpakeHa UCTOPUS CO3/IaHUs JOKYMEHTOB KaXJA0ro BUA.

B kaxnoM mnoapasznene MOXXHO H3MEHSTh CTaTyChbl JOKYMEHTOB (IO Ha)KaTHIO
IIPaBOil KHOIKOW MBI Ha JOKYMEHTE), 3arpy»aTh CBOM BEPCUH, YAAIATH JOKYMEHTHI,
OTKPBIBATh UX ISl IPOCMOTPA.

v, KubepeTat 1.0.0 _Od
“ Mogyne «<Mogenk yrpoas 2 A XodwragTep
DoryMeHTbl Beof faHHbIX MomMols
1. Mogens yrpos (onucaTensHan Meogens yrpos Ge3onacHoCcTH 3aluilae Mo MHCDOPMaLMK (oNKcaTenkHan 4acTe)
4acThb)
2. Mofenk yrpos (akTyansHble Dﬂ Beirpyante @ Mpocmotp | i) Yganuts
yrposel)
‘ [
L
BepcuA wabnoHa 1 Mo
Oenb yrpoa Mopenb yrpos
12.10.2023 e v
(Tekywas) o o
| Coapath | He yTeepxgeHa YTBEEpHKOEHE
S 30.08.2024 30.08.2024
Myctas Byxrantepua
| 3arpysuTb | Ana npumepa

{:} CMeHUTE | TeppuTopuansHei hoHa 0B6A3aTeNEHOro MeMLWHCKOrD CTPaxoBaHuA Apocnaeckoi obnacTu



2 JIokyMeHTbI

Mopenb yrpo3 6€301macHOCTH 3amuinaeMon nH(opMaIuu B CHTy 00JIBIIOTO 00beMa
CO3/1aBa€MOro JOKyMeHTa (opMHpYyeTCs B BUAE IBYX TOMOB — OMHCATeIbHAs 4acTh U
COOCTBEHHO pacydeT aKTyaJlbHbIX yrpo3. s kaxmoit MHPOPMAIMOHHON CHCTEMBI, €¢
CerMeHTa WM a0OHEHTCKOTO TMYHKTa MOXXET OBITh CO3/aH WM 3arpy>kKeH TOJbKO OIUH
aKTyalbHBIA JOKYMEHT.

JIOKyMEHTBI, KOTOpbI€ OBLIM 3arpy>XeHbl B CHUCTEMY H3BHE, a HE CO3JaHbl €e
cpeacrBaMm, OTMCUYCHEI TOJIY6BIM 3Ha4koM «Ilonp30BarenbCckuii JAOKYMCHT».
:V KuBepcTab 1.0.0 — D

“ Mogyns «<Mogens yrposs :. A Xocpwranrep

2]

JoKyMeHTbI Beog naHHbIX MomMous

1. Mopgens yrpos (onucaTensHan Mogenk yrpoa Ge3onacHocTH 3alMLLaeMoid MHcpopMaliy (onMcaTenkHanA YacTe)
4acTh)

2. Mofens yrpos (akTyansHele EJ‘I BbirpysuTe @ MpocmoTp @ Ypanute

yrpoabi) :
Bepcua wabnoxa 1 Mogenk yrpos Mogens yrpos Mogene yrpos

12.10.2023
(Tekywas) o
He yTeepxaexa ¥TBEpH® OeHa He yTeepxaeHa

30.08.2024 30.08.2024 30.08.2024

| Mycras Eyxrantepua Eyxrantepua

| Cozpath |

[nA npuMepa

] 5 © E @ E

| 3arpysuThb

B cnyuae, ecau mocie co3gaHus JOKyMeHTa B paszjaene «BBoa maHHbIX» Obuin
BHECEHbl HW3MEHEHHUs (HampuMep, H3MEHWINCh XapaKTePUCTUKH WH(POPMAITMOHHON
CUCTEMBI, COCTaB HapyLIUTEIEH W T.I.), U 3TH HU3MEHEHUs 3aTPOHYJU COJAEpKAHUE
KOHKPETHOTO JIOKYMEHTA, Y HEro IOSBUTCSA 3HAYOK B BHUJIE KPACHOW CTPEIKH «YTpaTHI
aKTYaJIbHOCTB).

JIOKyMEHTBI, B KOTOPBIX HE BCE 3aMI0JIHEHO, OYyT 0003HAUYEHBI KEJITHIM 3HAYKOM.
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KubepcTtab 3.0.0

Mogaynb «<Mopaesb yrpos»

=

&
)

JOKYMeHTbI BBof AaHHbIX Momolyb
1. Mogenb yrpos (onucaTesibHas Mogenb yrpo3 6e3onacHocTy 3aluiLaemMomn MHopmaLmm
4acTb)
2. Mogenb yrpo3 (akTyasbHble Dﬂ BbIrpyauTh @ MpocMoTp _@_ Ypanutb
yrpoabl)
Bepcusi wabnoHa i Mogenb yrpos Mogenb yrpos
01.03.2022
o o
He yTBepxaeHa He yTBepxaeHa
14.03.2025 14.03.2025
JINC «AnTaii» JINC «AnTai»
>

Ha Texymiuit MOMEHT BBITpy3Ka MOJIENH yTPo3 IOCTyIHA TOIbKO B popmare ODT.



3 BBoa 1aHHBIX

3.1 Hoapazaea «Opranuzanus»

3nech BBoUTCA 0011ast nH(popMaIys 006 opraHu3aIum.

Ecnu y opranuzanuu ectb TEppUTOpHAIbHBIE MOApa3feieHUs (HE SBISIOIIUECS
OTJETBHBIMU IOPUJIMYECKUMH JIMIAMHU), TO €CTh OHa (YHKUHMOHUpPYyET Ooyee 4eMm Mo
OIHOMY  ajpecy, cieayeT BbIcTaBUTh (naxok «Hanmuuume TeppuTOpHAIBHBIX
nojpaszaeneHui». B atom ciayuyae Oyzaer JOCTynHAa BO3MOXKHOCTh BBOAA MH(OPMALIMHU I10
KQKJIOMY TEPPUTOPUAIIBHOMY IIOIPa3IEICHUIO.

Ny KubepeTab 1.0.0 —_— D

“ Moaynes «Mogens yrposs 2_ A Xowranrep

B

JOKYMEHTI Beog AaHHbIX NMomols

1. OpraHuzalma TeppuTopHankHble Noapa3aeneHus

1.1. PekBW3WTHI HOPHOMHECKOTD

nuua Beic TOT hAam oK, ecM Balla OpraHM3alynA HaxoguTcA Gonee Hem No 0AHOMY aAPECy, TO eCTb HMEET TEPPHTOPHANBHO
nogj HHA
1.2, TeppuTopHanbHble
nojpasieneHna L /| Hanuuue TeppuTopuansHeIx NoapasaeneHui
L FonosHoe nogpasgeneque *  Monoexoe nogpasnenedue (. Apocnaens, yn. CoseTckan, . 1
MR MO E M TeppuTopuanbHble nogpasgeneHus
v
b duneTpoBaTE AaHHbIE B Tabnuye
3. DOberTel KUK M Anpec
4. Cornacyouime nuua E '@' lonoeHoe NofpasfenaHle r. ipocnaens, yn. CoeeTckaa, a.11/9
v L,f @ '@' Teepckoe nogpasoeneHue r. Teepb, yn. KoMMYHMCTOB, 0.5
5. Buabl puckoe (ywepboe) u E @ M Noapaspenexue 2
BO3MOMHEIE HEraTMBHLIE
Yucno cTpok: 3
nocneicTexA
6. MIPOPMALIMOHHBIE PECYPChi H -}~ DoBaBuTb TeppuTopHanbHoe Nogpasaenetie ¥ [anuThb Bbl AeNeHHble CTPOKK
KOMMOHEHT I
v
{ >

7. McTouHukW yrpos BesonacHocTi
JAna coxpaHeHUA QaHHEIX HAaKMHTE ...

WHChopMaLLM + COXpaH1TL HameHeHwA B B ¥ OTMEHHTE BCE M3MEHEHNA
«OTMEHWTE BCE HAMEHEHHA? BEDHET BCE

;} CMeHWTb | TeppuTopuanbHbli hoHn oBA3aTENbHOM MeQULMHCKOro CTPaxoBaHuA Apocnasckoi obnacTu

[Ipu OTCYTCTBUM TEpPPUTOPUANBHBIX TMOAPA3ACICHUA NPU BBOJE JAaHHBIX O
KOHTPOJUPYEMON 30HE OpraHu3alu B ToJie «Aapec (PaKTUYECKOTOo MECTOHAXOXKACHUS
OpraHu3alKW» M0 YMOJIYAHUIO OTOOpaXKaeTcsl IOPUINUYECKUHN apec OpraHu3alkH.

3.2 lloapaszaen «MH(popMaALOHHbIE CHCTEMBbD)

B sTom moapasnene BBoASATCS JaHHbIE 00 MHOOPMAIMOHHBIX CUCTEMAaX, B KOTOPBIX
ocylIecTBisieTcs 00paboTKa 3anuiaeMon nudopmauu.

CoriacHo KJIacCHYECKOMY ONpEACTeHHI0, MMoJa HH(GOPMAIMOHHONW CHUCTEMOM
MOHUMAETCS COBOKYMHOCTh COJEepKaimieiics B 0a3e JaHHBIX uWHOOpPMAIMU U
oOecneunBaromux ee 00padoTKy HH()OPMALIMOHHBIX TEXHOJIIOTUN U TEXHUYECKUX CPECTB.
Taxum 00pa3om, Ipyu OTIPEICIICHUH TPAHUI] i COCTaBa MHPOPMAIIMOHHON CUCTEMBI MOKHO
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OTTAJKUBATHCS OT HAJIM4YUS COOCTBEHHOW O0asbl JAHHBIX, COACpIKAIIEH 3alUIIaeMyl0
uH(pOpMAIMIO, TPOTPAMMHBIX CPEJCTB, NPUMEHSIEMBIX IJsi €€ O0O0padOTKH, Kpyra
TEXHUYECKUX CPEACTB (CepBEpoB, paboOYMX CTaHIMI), HA KOTOPBIX OOpabaThIBaeTCs
3amuinaemMasi uHpopmarusi.

IIpu co3nanuu WHGOPMAIIMOHHOW CHUCTEMBI MOXHO BbIOpaTh, Oyaer s
IIPOBOJUTHCA MOJIEIIMPOBAHUE YIPO3 MO CUCTEME B LIEJIOM (BBIOOP MO YMOJIYAHUIO), JIUOO
OTJENIBHO M0 KaXJA0OMY CErMEHTY HH(GOPMAITMOHHON CHCTEMBI.

JIns manbHEIero MoAeIMPOBaHUSl YTPo3 HEOOXOIUMO BBECTH BUbI 3aIUIIAEMOM
nH(pOpMAIIMK U MPEIBABISIEMbIE XapaKTEPUCTUKU 0€30MacHOCTH MH(OpPMAILUM, a TaKXKe
KJacchl / YypOBHHU 3alllUIIEHHOCTH B Cly4dae, eciu WHGOpPMAllMOHHAs CHCTEMa
KJIacCCU(UIIUPYETCS 110 TEM UM UHBIM TPEOOBAHUSIM 3aIIUTHl HHPOpMAITIH.

Cnmcok UCIoIb3yeMoro MpUKIaIHOTO MPOrPaMMHOT0 00eCTieueHHsI MOKHO BBECTU
KaK BPYYHYIO, TAK ¥ UMIOPTUPOBaB u3 daiina ¢ pacmmpenueM xls, xIsx, ods umu csv.
OO6pa3er ¢aiina 3arpy3Ku MOKHO BBITPY3UTh, HA)KaB HA COOTBETCTBYIOIIYIO KHOIIKY.

B nogpasnene «l1laGi1oHbl HHPOPMAIIMOHHBIX CHUCTEM» MOXHO Ha OCHOBE paHEe
BBEJICHHOW WH(GOPMAIIMOHHON CHCTEMBI CO3JaTh «IIAa0JIOH», B KOTOPOM 3a(pUKCHUpPYyETCs
BBEJICHHAs MO cucteme HHpopmarus. JlanpHeillnee M3MEHEHHE JAaHHBIX O CHUCTEME He
OyJleT oka3biBaTh BIUsHUS Ha ma0ioH. Ha ocHoBe miabiioHa MOXKHO CO3/1aBaTh HOBBIC
MH(OpPMAIIMOHHBIE CHCTEMBI, B KOTOpble OyAeT CcKonmupoBaHa HWH(popmanus,
comepxamascs B 1maonone (kHomka «Co3mate MC mo mabrmony» B mojapasjeine
«Onucanne MHPOpMAMOHHBIX cucTem»). [1labmoHbl MHMOPMAIIMOHHBIX CHUCTEM MOTYT
nepenaBaTbCsi B JAPYrHE€ OpraHu3aluy, SKCIUTyaTUPYIOIIME TMPOTPAMMHBIA KOMIUIEKC
«Kubepcrab» (moapoOHee o HACTPOIMKax mepeaadr MadJIOHOB HHPOPMAITMOHHBIX CUCTEM
CM. PYKOBOJICTBO aJIMUHHCTPATOpa Ha MPOrpaMMHbIi komiuieke «Kubepcrady).

3.3 Iloapaszaen «OobexTHl KN

B nanHoM moapasgene ykaspIBaeTcs, Kakue HH(POPMAIMOHHBIE CHCTEMBI,
aBTOMAaTU3UPOBAHHbBIE CUCTEMBbI yIpaBJICHUS U UH(POPMAIIMOHHO-
TEJIEeKOMMYHUKAIIMOHHBIE CETH M3 YHCIa BBEACHHBIX paHee SBISIOTCS OObEKTaMH
KPUTHUECKOH HMH(DOPMALIMOHHONW HH(PPACTPYKTYpPHI, TO €CTh, COTJIACHO OMNPEICICHHUIO,
YYacTBYIOT B OCYIIECTBICHUH KPUTUIECKUX MPOIIECCOB.

Jnst  nanbHeiIero MOAENIUPOBAaHUS Yrpo3 HEOOXOAUMO BBECTH KaTErOpHUH
3HAYUMOCTH OOBEKTOB KPUTUYECKON MH(OPMAIIMOHHON HHMPACTPYKTYPHI.

3.4 Iloapaszaena «Coryacywiume JUIA»

3.4.1 llItaTHOE pacniucanue

B nompasznmene  «llltaTHoe — pacmucaHue» — ONUCHIBAIOTCS  CTPYKTYPHBIE
NoJIpa3/ieJIeHus U JOJDKHOCTH, CYyIIEeCTByoIMe B opranHuzauuu. llltaTHoe pacnucanue
MO>XHO BBECTH KaK BPYUYHYIO, TaK U UMIOPTHUPOBaB U3 ¢aiiia ¢ pacmupenueM xls, xlsx,
ods umm csv. O6pazery ¢aiina 3arpy3ku MOKHO BBITPY3UTh, HAKaB Ha COOTBETCTBYIOIILYIO
KHOIIKY.



3.4.2 CorpyaHukn

Crnmcok COTpyAHUKOB OpraHu3aiuu B mnojpaszeie « COTpyIHUKN» TaK Ke MOKHO
BBECTH KaK BPYUYHYIO, TaK ¥ UMIIOPTUPOBAB U3 ¢aina ¢ pacmmpenueM xls, xIsx, ods wmm
csv. Ecn moMuMo MMeH COTpYIHHUKOB (haili COACPKHUT MX JaThl POXKACHUS (BO BTOPOM
CTOJIONE), JOJKHOCTU (B TPEThEM CTOJIOLE), OTACNBI (B UETBEPTOM CTOJOIE), TaOEIbHBIC
HOMepa (B MATOM CTOJOIE), aapec IEKTPOHHOM MOUTHI (B IIECTOM CTOJIOIE), HOMED
TenedoHa (B ceIbMOM CTOJIOIE), 3TU JaHHbIE Tak ke OyAyT 3arpykeHbl. OOpasen (aiina
3arpy3KH MOKHO BBITPY3HUTh, HA’KaB HA COOTBETCTBYIOIIYIO KHOIIKY.

Kpome Toro, goctynHa BO3MOKHOCTh aBTOMAaTU3HPOBAHHON PETYIISIPHON 3arpy3Ku
JAHHBIX O COTPYIHUKaX M3 mporpammbl «1C» (CM. pyKOBOJCTBO aJIMHUHHUCTpaTOpa Ha
nporpamMMHbIi komrieke «Kubepcrady).

3.4.3 CropoHHue Juna

B monpasnene «CropoHHHEe NWIla» MOXKHO BHECTH HHGOPMAIMIO O CTOPOHHUX
OpraHu3alusIX U UX COTPYIHUKAX, BHITTOJHSIONINX JIJISl Balled OpraHU3aIluu Kakue-irn0o
paboThI B 001acTH HHPOPMAITMOHHOM 0€30MaCHOCTH.

CTOpOHHHX JUI] MOKHO BBECTH KaK BPYYHYIO, TaK M UMIIOPTHPOBAB U3 (ailioB ¢
pacmmpenueM xls, xIsx, ods uium csv. OOpasern (aityia 3arpy3ku MOKHO BBITPY3UTh, HAXkKaB
Ha COOTBETCTBYIOIYIO KHOTIKY.

st pabotel B Moayie «Mojenb yrpo3» AOCTaTOYHO BBECTU TOJBKO JAHHBIE O
COTPYIHHMKAaX M CTOPOHHUX JHI[aX, KOTOpble OyIyT Y4yacTBOBaTb B MOAMHCAHUU
(YTBEpXACHUHM, COIVIACOBAHMM)  MOJEJNe  yrpo3  O€30MacHOCTH  3alllUIaeMOM
uHpopmauu. Y 3THX COTPYJHUKOB HEOOXOJMMO BBHICTaBUTH (raxok «lmeer mpaBo
TIOITTHCH.

3.5 Iloapaszaen «Buabl puckoB (yuepooB) 1 BO3MOKHbI€ HeraTUBHbIE MOCJIE-
CTBH»

B nmaHHOM mnoapaszgene onpeaessitoTcss BO3MOXKHBIE HETAaTHUBHBIE IOCIEACTBUS OT
HapyIICHUs XapaKTepUCTUK 0€30MacHOCTH 3auuinaeMoil nHpopmanuu. s oOneryeHus
BbIOOpaA IO KaXIOMYy YpPOBHIO yIlepOa MpeiararoTcs YTOYHSIOIIME BOMPOCHI, MOCIE
OTBETA Ha KOTOpbIE M HaKaTus KHONKU «lIpumeHuTh» OyAyT NMpeiokKeHbl MOAXOIAIINE
HETaTUBHBIE ITOCIIEACTBHS.

3.6 Ilonpazaen «MupopManMOHHBIE pecypChbl 1 KOMIIOHEHTHI»

B nanHoM mognpasnene omnpenenstorcs BO3MOXKHBIE OOBEKTHI BO3JEHUCTBUS,
BO3JIECTBHE Ha KOTOPbhIE MOKET HAPYIIUTh XapaKTEPUCTUKHU O€30MACHOCTH 3alllUIaeMOM
uHpopmaiu. OObEeKThl BO3JAEHCTBUSA, 100aBIIsIEeMbIe MOJIb30BATEIEM, OTMEUEHBI 3€JIEHBIM
IBETOM (MX MOXHO YJalsTh); OOBEKTHl BO3IECHCTBUS, A00aBIIsIEMblE aBTOMATHYECKH,
OTMEYEHbI OEJIBIM LIBETOM (UX YAAJIEHUE HEBO3MOXHO).

B kadectBe BO3MOKHBIX BHJOB BO3JCHCTBHS Ha OOBEKTHI MOTYT OBITh BBIOpAHBI
CTaHJApTHBIC BHUIbLI, JHUOO A00aBJIICHBI IPOU3BOJIBHBIC BHIBI TMPHUMEHUTEIBHO K
KOHKPETHOMY OOBEKTY BO3CHCTBHS.
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v, KubepcTa6 1.0.0 —_— D

“ Mogyne «Mogens yrposs :. A Xocpwragrep

=

JOKYyMEHTbI Beoj AaHHbIX MomMows

1. OpraHvsauma 4 O0bekTbl Bo3gedcTEMA > OObEKThI BO3AeRcTEMA AnA UC

v
WMHcpopMalmoHHan cucTema: Byxrantepus
2. MH(pOpMaLHOHHBIE CHCTEMBI

OnpefenuTe TEXHHYECKME CPEACTRBA DA3HBIX THNOB, KOTOPkIE BYAyT ABNATECA OBbEK TAMM BOZAEHCTEMA. BRigenuTe 06 LEKT H C NOMOLLB K
3 «/lo6aBUTL» 3a4aHTe Ero KOMIOHEHTHI
3. OfwbekThl KA
MporpaMMHO- annapaTHble
4. Cornacyollue nuua cpefcTBa o6paBoTKM U XpaHeHHA AKTHBHOE ceTeBoe ofiopy oBaHke OBecnednBaloLLMe CHCTEMBI
HHcpopMaLium
v
5. Bunabl puckoe (ywepGos) u <+ Dobaeute [ Wamenuts ceoiicTea Konuposate | TH] Ypanure
BO3MOKHBIE HETATMBHBIE
nocneacTena () =Bce ofbekTbl>
I 6. MHchopMaLMOHHBIe pecypchl 1 O apxutekTypa UC
KOMMOHEHT bl
@ APM
6.1. OG6BEKTHI BO3AEHCTEMA ++ () nporpaMmtoe Cp3M ypoBHA y3na

52 [ ETEETE () npuknafHoe MO, NpefHasHaveHHoe AnA oBpaboTku MH opMaLuu

() seB-Gpaysep

A
O oc

7. WCTOYHWKM yrpo3 Be3cnacHocTH

MHpopMaLum + () MukponporpammMHoe obecrnedenwe BIOS/UEFI

v @ cepsep

8. TexHWKW AnA nocTpoeHua

CLIEHAPWER peanu3aLiug yrpos

ClieHapWeB peanuaalum yrpos

~ CoXpaHWTk uaMmeHeHua e B0 X OTMEHWTE BCE M3MEeHEeHWA A L T LA ST SR

«OTMEHHMTE BCE M3MEHEHHA: BEDHET BCE 3HAYEHHA K ...

2 CMeHWTE  TeppUTopWankHbIi thoHg 0BA3ATENBHOD MEJMLMHCKOTD CTpaxoBaHuA ApocnaBckoi oBnacTu

3.7 lloapazaen «UcTOYHUKH YyIrpo3 0e30nacHOCTH HHPOPMALNN

B nanHoM mojapasznene ompenenstoTcsl BO3MOXKHBIE HApPYIIUTENH OE30MacHOCTH
3amuIaeMo HHPOpPMaIUN, UX MEJIM U TPUMEHSIEMbIC CTIOCOOBI peash3aIiii yrpo3.

Ha ocHOBanum paHee BBEICHHBIX JaHHBIX 00 WH(GOPMAIMOHHBIX CHCTEMaxX
(knacchl / YpOBHUM 3alUIIEHHOCTH, KATEropusi 3HAYUMOCTH Il OOBEKTOB KPUTUUYECKOMN
UH(MOPMAIIMOHHOW  MHPPACTPYKTYypbl)  (opmMupyercs  MOpelBAPUTEIbHBIM  CIHUCOK
BO3MOKHBIX HApYIINUTENEH, U3 KOTOPOTO CIEAYET BBIOPATh TE€X, KOTOPBIE OJIKHBI OBITH
pPaccMOTpPEHBI B MOJIENHN yTpo3 (1oapazaeil «Bo3MoKHbIE HAPYLIUTEIN).

B kauecTBe BO3MOXHBIX IIeJIeld peanu3aluu yrpo3 MOryT ObITh BbIOpAHBI
CTaHJAapTHBIE LENu, JU00 [00aBJEHBI MPOU3BOJbHBIE WEIH NPUMEHUTEIBHO K
KOHKPETHOMY HapyILIUTEIIO.

AHaNOrMYHO, B KayeCTBE BO3MOXKHBIX CIIOCOO peanu3aliu yrpo3 MOTYyT ObITb
BbIOpaHbl  CTaHAApTHBIE CIOCOOBI, JUOO J0OaBJIEHBI IMPOU3BOJBHBIE  CIIOCOOBI
IPUMEHUTEIBHO K KOHKPETHOMY HAPYIIUTEIIO.

3.8 HHoapazaea « TexHUKH AJ1s1 IOCTPOEHHS CLHEHAPHEB PeaJu3aliu Yrpo3»

B nannom mnoapasnene omnpeaensarorcss TexHukn Matpuisl MITRE ATT&CK,
aKTyalbHBIC I KKI0W WHGOPMAIIMOHHON cucTeMbl. [[jis BEIOOpa TEXHUK HEOOXOAMMO
OTMETUTh MOAXOAANIME (PUIBTPHI U HaxaTb KHOMNKY «[IpuMeHuTh», mocine 4ero Bce
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PCKOMCHAYCMBIC [JIs1 BKIIIOYCHHA B MOJCIbL YIPO3 TCXHUKH 6y,Z[YT BBIACIICHBI
ABTOMATHYCCKH.

3.9 IToapazaen «YcjaoBHUS peain3aluu Yrpo3»

B nannHoM mopgpasznesne nmepeducieHsl Ipodre yCIoBUs, KOTOPbIE MOTYT BJIMATH HA
aKTyalbHOCTh yrpo3. HexkoTopsie u3 ycinoBuit MOTYT ObITh aBTOMAaTUYECKH BBIJICTICHBI / HE
BBIJICJICHBI U 3a0JIOKMPOBAaHbl — 3TO 3aBHCHUT OT pPAaHEE BBEICHHBIX JAHHBIX 00
MH(OPMAIMOHHON CHUCTEME, BO3MOKHBIX O0OBEKTaX BO3JICUCTBUS B €€ COCTAaBE, a TAKKE OT
aKTyaJIbHOCTH / HEAKTYaJIbHOCTH JIPYTUX YCIOBUH pean3alyi.

3.10 IHoapasaesa «CNUCOK aKTyaJbHBIX YIPO3»

B nannHom noapaszene ocylecTBIISIETCS HEMOCPEACTBEHHBIN pacueT aKTyalbHOCTH
yrpo3 Oe3omacHocTH 3amuiiaemMoi uHpopmanmu. Ha akTyanbHOCTH Yrpo3bl BIUSIET
MHOXXECTBO  (DAKTOpOB: HaJIM4YM€ COOTBETCTBYIOIIMX OOBEKTOB BO3ACHCTBUS U
HapyILIUTENeH; COOTBETCTBUE IIEJCH HapyHIUTeled W TPUMEHSEMbIX HWMHU CIIOCOOOB
peanu3anyy BO3MOKHBIM BHIaM BO3JICUCTBUS HA OOBEKTHI U HETATUBHBIM TOCIIECTBUSAM,
KOTOpbIE MOTYT HACTYNUTh B PE3yJbTaT€ TAaKOTO BO3JACUCTBHUS; aAKTyaJlbHOCTH
COOTBETCTBYIOIIMX YCJIOBUU pEATH3ALNY.

B ciydae, eciu CHHCOK akTyallbHBIX YIpo3 YK€ ObUI COCTaBJ€H, HO HCXOIHBIC
JAHHBIE 11 MOJAEIIMPOBAHUS YIPO3 U3MEHWINCH, Y COOTBETCTBYIOIIEH MH(OPMAIITMOHHON
CUCTEMBI MOABUTCS NomeTka «Cnucok yrpo3 TpeOyeT mepepacuera». B sTtom ciyyae
ClIeTyeT HaKaTh KHOMKY «OOHOBUTH aKTyalbHbIE YTPO3bI».
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~ KuGepcTab 1.0.0 — O
“ Mogynb «Mofens yrpoas :. A XopuwTagrep
=
LOKyMEHTbI Beog faHHbIX MomMolys
1. OpraHusauwa 4 CNWCOK akTyankHbIX yrpos > AKTyanbHble yrpossl gna UC
v ~

MHipopMalmoHHan cucTema: Byxrantepus
2. WH(opMaLMOHHBIE CHCTEMBI

v PaccyuTaiTe nepeyeHb aKTYaNbHBIX YTPO3, onpeqenaeMbid Ha OCHOBE DaHee BBEAEHHbIX JaHHbIX

3. O6bexTbl KWK
CnMcoK yrpo3 TpeByeT Nepepacyera, NoCKoNbKY M3MEHMNMCE HCXOAHbIE AAHHBIE, BIMAKLWME Ha K TYaNeHOCTE Yrpo3

4. Cornacyrouire niua
OGHOBWTb aKTYarnbHble YyTrposbl
v

Cnucok yrpoza
5. BuAkl puckos (yuiepGoe) u
BO3MOXHbIE HEraTUBHbIe M aeHTUhUKaTOp Yrpoasl HasBaHue yrpoabl
nocneacTeuA
YEW.004 yrposa annapaTHoro cBpoca napona BIOS
6. WHpopMaUWoHHBIE pECYPCBI W
. YBEW.008 Yrpo3a BOCCTaHOBNEHWA WKW NOBTOPHOMO UCNONL30BaHUA
ayTeHT U UKaLWoHHOM WHh opMaL MK
v
YBH.009 Yrposa BoccTaHOBNEHWA Npefblay el yASBUMOoi Bepcun BIOS
7. MCTOYHWKKM yrpo3 GeaonacHocTh
T Mau:np YBEW.012 Yrposa AecTpyKTUBHOMD U3MeHeHUa KoHdbury pauuu/cpebl
H OKPYKEHUA NporpaMm
v
¥YBH.013 yrposa AecTpyKTHBHOMD MCNONb30BaHWA AeKNapupoBaHHore
8. TexHWKW AnA NocTpoeHUA tpyHKUMOHaNa BIOS
CUEHEPWUEE PEATMIALIAN YTROS YEWN.014 Yrposa ANUTensHoro yAepkaH1uA BeIYUCIUT eNbHLIX pecypcos
nonb3csaTenAMu
9. YcnoBuA peanuaaund yrpoa
YBEKM.018 Yrposa 3arpyaku HewTaTHol OC
10. CnWcok akTyanbHbIX 3
I _ D YBW.022 Yrpo3a WabkIToUHOro BbIAENEHWUA ONepaTUEHON NaMATH =
11. CBA3W aKTyanbHbIX yrpoa ¢ [N# coXpaHeHns JaHHBIX HAKMHTE « 0ToBO»
o0bEKTaMKW BO3AEACTBUA o D P DL «OTMEHa» BEDHET BCE 3HAYEHHA K HCXOQHBIM

(:} CMeHWTb  TeppuTopWankHeli dhoHg oBA3aTeNkbHOro MeAULMHCKOro CTpaxoBaHla ApocnaBckoi obnacTu

3.11 IToapasaea «CBsI3M aKTYaJbHBIX YIPO3 ¢ 00beKTAMH BO31€HCTBUD)

B nanHOM mojapasznene OKOHYATENIbHO ONPEAENAIOTCS OOBEKTBHI BO3IEHCTBUS JUIS
yIrpo3, NpPU3HAHHBIX AaKTyaJbHbIMHM. /[l OOJBLIMHCTBA Yrpo3 CBSA3M CO BCEMHU
BO3MOXXKHBIMH OOBEKTaMHU BO3JIEHCTBUSL OynyT 3ajaHbl aBTOMaTHuecku (MeTka «Bce
BO3MOXKHbBIE CBS3M 3alaHbl» B cronbne «Bce cBs3u 3amanb»). s Tex yrpos, ans
KOTOPBIX JOCTYIIHa BO3MOXKHOCTb JI00aBUTH CBSI3b C JIOTOJHHUTEIBHBIMU OOBEKTaAMU
BO3JeiCTBU, oTOOpaxaercs MeTka «Hu ogna M3 MOCTymHBIX CBsI3€ He 3afjaHa» - IpU
nepexo/ie Ha TMaHeNb pPEAAKTHUPOBAHUS TaKUX YIPO3 MOXHO OTMETHTH (hIakKamu
JIOTIOJTHUTENbHBIE OOBEKTHI BO3AEHCTBHS IJIs1 YTPO3bI, €CIH 3TO HEOOXO0IUMO.
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v, KubepcTab 1.0.0 M
Vf Moayne «Mogens yrposs : A Xopwragrep
JOKyMEHTbI Beoj faHHbIX Momouys
1. Opranusaugwsa € CBA3KW akTyanbHbIX yrpos ¢ ofbekTaMu Bo3deicTenMA > CBA3M akTyanbHbIx yrpos ¢ ofbekTaMu sosfeidcTena ana UC
v ~

WMHpopMaLMolHan cucTema: Byxrantepua
2. WHchopMalWoHHbIE CHCTEMBI

OakTe CBA3M ¢ 00BEKTAMMW BO3OEHCTEBHA ONA Yrpo3, TDEOYIOWMX BHHMAHKHA N0Nb20BATENA, ONMPAACE HA rpahMHECKMe DEKOMEHIALWH B

v
Tonbue «Boe CBAZM 3a0aHbl

3. 0B6bekThl KWK
3afiaTh BCE BO3MOXHbIE CBA3M YIPo3 ¢ ofbeKTaMK BO3AeiCTBUA
4. Cornacyrowume nuua
CBsA3M yrpos c oObekTamn BO30eNCTBUA

v
v MpeHTuchuKaTop yrpossl HazsaHue yrpoabl 06beKTbl Bo3feRcTBUA 4 Bee ceAsn
5. Buapl puckos (yuiepbos) u 3afaHbI
BO3MOMXHbIE HEraTHEHBIE
nocnencTels E YEW.004 yrposa annapatHoro cBpoca naponA BIOS — MuKponporpaMmHoe
obecneueHue BIOS/UEFI ->
6. WHchopMaLUOHHEIE pecypekl U APM;
KOMMOHEHTbI MUKpONporpamMmMHoe
obecneveHwe BIOS/UEFI -=
v cepeep
T. WMCTouYHWKK yrpos GesonacHoOCTH L,’ YBK.008 Yrposa BoCCTaHOBNEHWA Wk Y4YETHbIE SanMcKu
uHchopMaln NOBETOPHOTS MCMNONL30BaHWA nonk2oBaTensi
ayTeHTWDMKaLMOHHOA MHA opMaL M (MOeHT UMb MKALIMOHHAA 1
v ayTeHT U MKaLMOHHaRA
MHCpOpMaLMs) ->
8. TexHWKW LnA nocTpoeHuA nporpaMmHoe Cp3M ypoBHa
CLEeHap1es peanuaalium yrpos yana - APM;
YYETHbIE 3anUcK
9. YcnoBwA peanusawui yrpos nonb3oBaTenei
(MoeHTU MKaLWOHHAA 1
10. CAWCOK aKTyasbHbIX Yrpos ayTeHTUtbUKaUuoHHan v
{ >
11. CsAan akTyansHeIX yrpos A COXPAHEHWSA JaHHBIX HAXMUTE « 0TOBO»
ofbeKTamu BoafeicTBuA RALCICED RIOTMEHS grmm:fx sepne:laoe 3HAYEHWA K MCXOQHBIM

: CMeHWTb | TeppuTopuanbHbIi (hoHa 00A3aTeNbHOro MeQULIMHCKOrO CTpaxoBaHuA fipocnasckoil oGnacTu
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4 OpuunaabHas UHPOPMALUA O IPOIAYKTE

[IpaBooOnagaTens: OOMIECTBO C OTrPaHUYEHHON OTBETCTBEHHOCTHIO «CTaHmapt
O0e3onacHOCTH» (MOATBEPKAEHO CBUAETEIILCTBOM O TOCYJApPCTBEHHON perucrpanuu
nporpammsl Juist 9BM Ne 2024616571 ot 21 mapra 2024 1.).

Anpec npaBoobnanarens: 150049, ApocnaBckas o061acTh, T. 0. ropoa Apocnasib,
r. SIpocnasib, MbeIkuHCKUM npoesn, A. 10, moment. 46.

OdunmanbHbIi caliT: wWww.yarsec.ru.
Tenedon s cBA3M 110 Bomrpocam pruodperenus npoaykra: (4852) 587-300.

DNEeKTPOHHBIA aJpec CIyKObl TEXHUYECKON MOJIEPKKH M KOHCYJIBTUPOBAHUS IO
pabote ¢ mpoaykTom: cyberhelp@yarsec.ru.

Tenegon cmyxObl TEXHUYECKON TOMJEPKKH M KOHCYJbTUPOBAHUS MO pabore ¢
npoaykrom: 8-800-700-71-17.

[Iporpammusblil komiuieke «Kubepcrad» BkIOUeH B ENWHBIN peecTp pOCCHHCKUX
pOrpamMm JJi 3JEKTPOHHBIX BBIYMCIUTEIBHBIX MAIIUH U 0a3 AaHHbIX (3amuchk Ne 26083
ot 27 auBaps 2025 r.).

[Iporpammusiii komiuieke «Kubepcrad» pazpadotan npu nojanaepxke GI'BY «Doun
COJICMCTBUS Pa3BUTHIO MAJIBIX (DOPM MPEANPUATHI B HAydyHO-TeXHUYECKOU cepey (Donn
COJICMCTBMSI MHHOBAIIMSIM) B paMKax peanuzanuu ¢enepaibHoro mnpoekrta «L{udposbie
TEXHOJIOTUW»  HalMoHalIbHON mporpammbl  «l{udpoBas sxoHOMHUKa Poccuiickoi
Ddenepanun» (koHKYpce «Pazsutue-1[T»).

© 00O «Crangapt 6e3omacHOCTHY, 2022-2025
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